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Abstract— Served as one of the most widely used wireless
airlink interface, CDMA has been identified as a major technique
for 3G wireless communications. The current IS-95 CDMA pro-
vides a near-satisfactory security solution to voice centric wireless
communications, since generally each voice conversation only
lasts a very short period of time. However, the security features
provided by IS-95 CDMA are far from adequate and being
acceptable when used for data communications. In this paper,
the security weakness of the existing CDMA airlink interface is
analyzed. Encrypted key stream based on advanced encryption
standard (AES) is proposed to be used in the scrambling process,
instead of using the scrambling sequence generated from the 42-
bit linear feedback shift register (LFSR) as in IS-95. Ensured by
AES, physical layer built-in security of the proposed scheme is
much stronger than that of the IS-95 system.

I. INTRODUCTION

As people are relying more and more on wireless communi-

cation networks for critical information transmission, security

has become an urgent issue and a bottleneck for new wireless

communication services such as wireless mobile Internet and

e-commerce [7]. For military communications where infor-

mation transmission heavily relies on wireless networks (for

example, from aircraft to aircraft, from aircraft to ground

control center etc.), security and reliability of the wireless

communication systems is of number one priority, especially

in national defense and emergency response to abrupt enemy

attacks.

It is fairly common to authenticate users and make the users

be responsible for their actions in data networks. Generally,

a logic and also a physical boundary exist for data networks,

where access control and comprehensive security services can

be implemented. However, wireless network is an untrustable

environment. Unknown users are difficult to identify and hold

accountable for damages, user authentication methods are

therefore required to limit the amount of damage and to ensure

that the users take responsibility for their actions and can be

tracked for security concerns. An authenticated user can gain

access to services and the commodity Internet from which

unauthenticated users are blocked. This is especially important

for national security.

Another factor that contributes to the insecurity of wireless

communications is that the current wireless communication

techniques were initially designed mainly for voice com-

munications, instead of data communications which require

much stronger security. The existing techniques such as spread

spectrum and long-code mask are primarily designed for

communication performance and reliability, though they can

indeed provide very limited security. The fast computational

speed improvement, rapid receiver technology advance and

price declination facilitate the malicious attackers with an easy

access to the wireless communication channels in the air. The

security techniques that are based on the possession of wireless

receivers and limited computations are out-of-date and can not

provide adequate security protections. The ultimate approach

to secure wireless communications has to rely on modern

cryptography, such as pseudo-random sequences design, data

encryption and access control.

This paper aims to improve the physical layer built-in

security of wireless communication systems by combining

cryptographic techniques with modulation techniques and mul-

tiple access techniques in transmitter and receiver design,

as an effort to design more secure and reliable wireless

communication systems.

In the current commercial CDMA systems, each user’s

signal is first spread using a code sequence (known as chan-

nelization code) spanning over just one symbol or multiple

symbols. The spread signal is then further scrambled using
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Fig. 1. IS-95 long-code Generator

a pseudo-random sequence, to randomize the interference

and meanwhile make it difficult to intercept and detect the

transmitted signal. To recover the desired user’s signal, one has

to know both the user’s channelization code and scrambling

code. This is known as the built-in security feature of the

CDMA systems. However, the system is fragile to hostile

security attacks.

More specifically, the security of CDMA system mainly

relies on the long-code generator consists of a 42-bit long-

code mask generated by a 42-bit linear feedback shift registers

(LFSRs). The maximum complexity to recover the 42-bit long-

code mask is O(242). However, if an eavesdropper can obtain

42 bits of plaintext-ciphertext pairs, then the long-code mask

can be recovered after eavesdropping the transmission on the

traffic channel for about one second [16].

In this paper, we propose to enhance the built-in security

of CDMA systems by applying cryptographic algorithm to the

scrambling process.

II. SECURITY OF IS-95 CDMA

In IS-95 CDMA systems, long-code mask sequence [2], [10]

is used for signal scrambling and to provide voice privacy in

the physical layer. The long-code sequence is generated by the

linear feedback shift register (LFSR) as shown in Figure 1.

The long-code generator consists of a shared 42-bit number

called long-code mask and a 42-bit LFSR specified by the

following characteristic polynomial:

x42 + x35 + x33 + x31 + x27 + x26 + x25

+x22 + x21 + x19 + x18 + x17 + x16 (1)

+x10 + x7 + x6 + x5 + x3 + x2 + x + 1.

Since the long-code mask has only 42-bit stage functions

as user keys, the maximum complexity to recover the 42-bit

long-code mask is O(242). However, if an eavesdropper can

obtain 42 bits of plaintext-ciphertext pairs, then the long-code

mask can be recovered after eavesdropping the transmission

on the traffic channel for about one second.

In fact, although different base stations use different long-

code masks, the long-code sequences are all essentially

generated by the same LFSR in equation (1). Let M =
[m1,m2, · · · ,m42] denote the 42-bit mask for a base station

and S(t) = [s1(t), s2(t), · · · , s42(t)] denote the state of the

LFSR at time instance t. The long-code sequence c(t) at time

t can thus be represented as

c(t) = m1s1(t) + m2s2(t) + · · · + m42s42(t), (2)

where the additions are modulo-2 additions.

Since s1(t), s2(t), · · · , s42(t) are the outputs of the same

LFSR, they should all be the same except for a phase differ-

ence, i.e.,

s42(t) = s41(t − 1) = · · · = s1(t − 41).

Therefore, according to equation (1), for a = [a1, a2, · · · , a42]
consisting of the coefficients of equation (1), we have

si(t) = a1si−1(t) + a2si−2(t) + · · · + a42si−42(t)

= a1si(t − 1) + a2si(t − 2) + · · · (3)

+a42si(t − 42).

Substitute (3) into (2), we have

c(t) =
42∑

i=1

misi(t)

=
42∑

i=1

mi

( 42∑
j=1

ajsi(t − j)
)

=
42∑

j=1

aj

( 42∑
i=1

misi(t − j)
)

=
42∑

j=1

ajc(t − j)

Define

A =




a1 1 0 · · · 0
a2 0 1 · · · 0
...

...
...

. . .
...

a41 0 0 · · · 1
a42 0 0 · · · 0




, (4)

then it follows that

[c(t), c(t − 1), · · · , c(t − 41)]

= [c(t − 1), c(t − 2), · · · , c(t − 42)] ∗ A. (5)
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Let C(t) = [c(t), c(t−1), · · · , c(t−41)], then for any n ≥ t,

from equation (5) we have

C(n) = C(t) ∗ An−t. (6)

In equation (6), A is defined based on the linear feedback shift

register sequence defined in equation (1). Therefore, as long

as C(t) for a time instance t is known, then the subsequent

sequences will be known. In other words, as long as an

eavesdropper can intercept/recover up to 42 continuous long-

code sequence bits, then the whole long-code sequence can

be generated. Therefore, the long-code sequence is vulnerable

under ciphertext-only attacks. In [16], it was demonstrated that

the long-code sequence for CDMA downlink traffic channel

can be recovered in one frame. That is, it is not necessary

to try the 242 initial stage in order to recover the long-code

sequence and the complexity is much lower.

III. SECURITY ENHANCEMENT OF THE SCRAMBLING

PROCESS BASED ON AES

As we mentioned in Section II, in IS-95 system, user privacy

is provided by scrambling the chip-rate spread signal using a

long-code pseudo-noise sequence, which is generated by a 42-

bit LFSR. In which, the base station and the mobile share the

42-bit initial state of the LFSR as the secret key, which is

also used for synchronization. To enhance the physical layer

built-in security of CDMA systems, in this paper, we propose

to generate the scrambling sequence using the advanced en-

cryption standard (AES as known as Rijndael).

Rijndael was identified as the new Advanced Encryption

Standard (AES) in October 2, 2000. Rijndael’s combination

of security, performance, efficiency, ease of implementation

and flexibility make it an appropriate selection for the AES. It

is also a very good performer in both hardware and software

across a wide range of computing environments regardless of

its use in feedback or non-feedback modes. Its key setup time

is excellent, and its key agility is good. Rijndael’s very low

memory requirements make it very well suited for restricted-

space environments such as mobile handset to achieve excel-

lent performance.

Additionally, Rijndael is designed with some flexibility

in terms of block and key sizes, and the algorithm can

accommodate alterations in the number of rounds. Rijndael’s

internal round structure has good potential for parallelism.

The proposed secure scramble process has three steps:

1) The base station and the mobile share a common initial

vector and a common secret key;

2) The secure scrambling sequence is generated using the

initial vector and the secret key through AES operations;

3) The scrambling process is realized by applying the se-

cure scrambling sequence to the chip-rate spread signal.

The basic unit for processing in the AES algorithm is a

byte, or a sequence of 8 bits treated as a single entity. The

input, output and Cipher Key bit sequences are processed as

arrays of bytes that are formed by dividing these sequences

into groups of 8 contiguous bits to form arrays of bytes. The

AES enables three different key sizes be used in encryption

and decryption: 128 bits, 192 bits and 256 bits. It also has

three allowable block sizes: 128 bits, 192 bits and 256 bits.

The scrambling sequence can be generated from the initial

vector and the secret key in either output feedback mode

(OFB) or cipher feedback mode (CFB). In the following,

we briefly describe the encryption process for the scrambling

sequence generation. For simplicity, we limit the block size

and the key size to 128 bits in this paper and demonstrated the

encryption process using OFB mode, in which the scrambling

sequence is produced by repeatedly encrypting the 128-bit (or

16 bytes) initialization vector, denoted by V .

At the start of the cipher, V is copied to a 4 × 4 State

array. Suppose the input byte string is V0, V1, · · · , V15, then

the following array, called State Array will be generated:

V0 V4 V8 V12

V1 V5 V9 V13

V2 V6 V10 V14

V3 V7 V11 V15

∆=

s0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

where each si,j = Vi+4j is a byte, for i, j = 0, 1, 2, 3.

Four different transformations are defined to process the

State: SubBytes(), ShiftRows(), MixColumns(), and Ad-

dRoundKey(). In SubBytes() transformation, a non-linear

bytes substitution operates on each byte of the State array in-
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dependently using a substitution table (S-Box), which requires

only a 256 entries. In fact, the S-box can also be generated

mathematically through two different mathematics operations:

1) Map each byte in the State array to its multiplicative

inverse in the finite field GF (28); the value 00 is mapped

to itself.

2) Denote each byte of the inverse State entry as

(b3, b2, b1, b0) and apply the following transformation to

each bit of each byte in the State array:


b′0
b′1
b′2
b′3


 =




1 0 1 1
1 1 0 1
1 1 1 0
0 1 1 1







b0

b1

b2

b3


 +




1
0
1
1




In the ShiftRows() transformation, the bytes in the last three

rows of the State are cyclically shifted left by 1, 2, and 3

positions respectively. Now the State Array is becoming

s0,0 s0,1 s0,2 s0,3

s1,2 s1,3 s1,0 s1,1

s2,0 s2,1 s2,2 s2,3

s3,2 s3,3 s3,0 s3,1

The MixColumns() transformation operates on the State

column-by-column, where each column is treated as a four-

term polynomial. The columns are defined over GF (24). The

columns are multiplied modulo x4+1 with a fixed polynomial

a(x)

a(x) = {03}x3 + {01}x2 + {01}x + {02}.

That is

s0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

=⇒

s′0,0 s′0,1 s′0,2 s′0,3

s′1,0 s′1,1 s′1,2 s′1,3

s′2,0 s′2,1 s′2,2 s′2,3

s′3,0 s′3,1 s′3,2 s′3,3

where


s′0,i

s′1,i

s′2,i

s′3,i


 =




02 03 01 01
01 02 03 01
01 01 02 03
03 01 01 02







s0,i

s1,i

s2,i

s3,i


 , for 0 ≤ i ≤ 4.

The final transformation is the AddRoundKey() transforma-

tion. In this step, a Round Key is added to the State by a

simple bitwise XOR operation. Each Round Key consists of

4 bytes from the key schedule. Those 4 words are each added

into the columns of the State, such that

[s′0,i, s
′
1,i, s

′
2,i, s

′
3,i] = [s0,i, s1,i, s2,i, s3,i] ⊕ [wround∗4+i]

where 0 ≤ i < 4. [wi] are the key schedule. The round is a

value in the range 0 ≤ round ≤ Nr (the number of rounds)

described hereafter.

The AES algorithm takes the Cipher Key, K, and performs

a Key Expansion routine to generate the round keys. The Key

Expansion generates a total of Nb(Nr + 1) bytes arranged as

an Nb × (Nr + 1) array: Nb bytes for initial and Nb for each

of the Nr rounds. The resulting key schedule consists of a

linear array of 4-byte words, denoted [wi], where 0 ≤ i <

Nb(Nr + 1).
Denote the columns of K as Ki, i = 0, 1, 2, 3. Now we will

expand K by adjoining 40 more columns as follows: Suppose

columns up through Ki−1 have been defined.

Ki
�
=

{
Ki−4 ⊕ Ki−1, if i �≡ 0 ( mod 4)
Ki−4 ⊕ T (Ki−1), if i ≡ 0 ( mod 4)

where T (Ki−1) is a transformation of Ki−1 through the

following four steps:

1) Suppose Ki−1 = (a, b, c, d)t. We first shift Ki−1 to

(b, c, d, a)t, where t denotes the transpose.

2) Replace each of these bytes with the corresponding

element in the S-box to get 4 bytes e, f, g, h.

3) Compute the round constant ri = 00000010(i−4)/4 in

GF (28).
4) T (Ki−1) = (e ⊕ ri, f, g, h)t.

The round key for the ith round consists of:

K4i, K4i+1, K4i+2, K4i+3.

At this stage, the first 128 bits of the secure scrambling

sequence is obtained. This 128-bit segment of scrambling

sequence obtain in the first step is then used as the initial vector

of the above process to obtain the second 128-bit segment

of the scrambling sequence. In other words, the output of

each round is used as the input for the next round of AES

operations, and the process continuous if necessary.

IV. SECURITY OF THE PROPOSED SCRAMBLING PROCESS

In this section, we use Data Encryption Standard (DES) as

a benchmark to calculate the number of possible keys of AES

and that of IS-95 sequence. The number of keys determines the

effort required to crack the cryptosystem by trying all possible

keys.

The most important reason for DES to be replaced by AES

is that it is becoming possible to crack DES by trying all

possible keys. Single DES uses 56 bits encryption key, which

means there are approximately 7.2× 1016 possible DES keys.

In the late 1990s, specialized “DES Cracker” machines were
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built that could recover a DES key after a few hours. In

other words, by trying possible key values, the hardware could

determine which key was used to encrypt a message [1]. In

comparing with DES, IS-95 has only 42-bit shared secret. The

approximate number of keys is only about 4.40×1012, which

is only about 10−4 of that of the number of DES 56-bit keys.

This makes is possible to break the IS-95 long-code mask

almost in real time.

On the other hand, AES specifies three key sizes: 128,

192 and 256 bits. In decimal terms, this means that there are

approximately:

• 3.4 × 1038 possible 128-bit keys;

• 6.2 × 1057 possible 192-bit keys;

• 1.1 × 1077 possible 256-bit keys.

Thus, there are on the order of 1021 times more AES 128-

bit keys than DES 56-bit keys. Assuming that one could build

a machine that could recover a DES key in a second (i.e., try

255 keys per second), as we can see, this is a very ambitious

assumption and far from what we can do today, then it would

take that machine approximately 149 thousand-billion (149

trillion) years to crack a 128-bit AES key. To put that into

perspective, the universe is believed to be less than 20 billion

years old.

V. KEY EXCHANGE

Wireless traffic is transmitted in the air where anyone with

the technology, including the malicious users, can intercept it.

As part of data confidentiality service, a proper key exchange

mechanism is crucial to the security of the system. In fact,

key exchange is often closely related to authentication, which

is another major security service for data communications.

A mutual authentication between the mobile handset and

base station (BS) or mobile switching center (MSC) is the most

practical and dominant technique to eliminate unauthorized ac-

cess. Key exchange should follow a successful authentication

between the mobile handset and the BS or MSC.

The nature of mobility and the diversity of wireless commu-

nications make X.509 digital certificates a prominent solution

for authentication and key exchange. There are two feasible

implementations for X.509 digital certificates. One approach

is to implement all the cryptographic services in the physical

layer though a dedicated processor/chip. The advantage of

this approach is to apply the best security services without

interfering the existing airlink standard. The other approach is

to implement the service in the network layer. In either case,

limited network management is required in order to acquire

digital certificates from a public certificate authority, which is

a similar process as a phone number is obtained from a yellow

page.

VI. CONCLUSION

In this paper, security weakness of IS-95 CDMA system is

analyzed and an encryption based secure scrambling process is

presented. Instead of using the long-code sequence generated

by a 42-bit LFSR as in IS-95, the scrambling sequence is

generated through AES operations. Therefore, the security of

the proposed scheme is ensured by that AES, and the physical

layer built-in security of the CDMA system is significantly in-

creased with limited complexity load. Options of key exchange

and authentication are also provided in this paper.
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